RFC 2350 MoT-CSIRT 

1. Document Information
This document contains a description of MoT-CSIRT in according to RFC 2350. It provides basic information about the MoT-CSIRT, its channels of communication, and its roles and responsibilities.

1.1. Date of Last Update
The current version is 2.0 and published on March 5, 2026.

1.2. Distribution List for Notifications
There is no distribution list for notifications.

1.3. Locations where this Document May Be Found
The current version of this document can always be found at https://csirt.kemendag.go.id/rfc2350-id.pdf (bahasa version) https://csirt.kemendag.go.id/rfc2350-en.pdf (english version)

1.4. Authenticating this Document
Both documents have been signed with the PGP Key of MoT - CSIRT. See section 2.8 for more details.

1.5. Document Identification
Both documents share the same attributes
Title	: RFC 2350 MoT-CSIRT
Version	: 2.0
Document Date  : March 5, 2026
Expiration	: This document is valid until superseded by a later version

2. Contact Information
2.1. Name of the Team
Ministry of Trade - Computer Security Incident Response Team (CSIRT) Short name: MoT-CSIRT

2.2. Address
Jl. MI Ridwan Rais, No. 5
Central Jakarta 10110

2.3. Time Zone
Jakarta (GMT+07:00)

2.4. Telephone Number
 (+6221) 3858171 Ext 32805 (PDSI)

2.5. Faximile Number
-

2.6. Other Telecommunication
-

2.7. Electronic Mail Address
csirt[at]kemendag[dot]go[dot]id

2.8. Public Keys and Encryption Information

-----BEGIN PGP PUBLIC KEY BLOCK-----
=MrF8
-----END PGP PUBLIC KEY BLOCK-----

The PGP key file can always be found at
https://csirt.kemendag.go.id/Kemendag-CSIRT_0x5ECCBBB0C6D7D6EE_public.asc 

2.9. Team Members
The Acting Head of the MoT-CSIRT is the Head of Data Center and Information System, Ministry of Trade (MoT). The team members include all MoT staffs in the government sector.

2.10. Other Information
None available

2.11. Points of Customer Contact
The preferred method to contact MoT-CSIRT is to send an e-mail to PDSI (Data Center and Information System) at pdsi[at]kemendag[dot]go[dot]id or call +6221 3858171 which is active 24/7.

3. About GovCSIRT
3.1. Mission Statement
The missions of the MoT-CSIRT are:
a. to build, to coordinate, to collaborate, and to operationalize the government sector cyber security incident mitigation system, crisis management, and response and recovery
b. to establish cooperation in the context of response and recovery of cyber security incident that occurred in the government sector
c. to develop the government sector cyber security incident response and recovery resource capacity
d. to encourage the establishment of the government sector CSIRT

3.2. Constituency
The constituents of Kemendag-CSIRT include all users of information technology services within the Ministry of Trade.

3.3. Sponsorship and/or Affiliation
The MoT-CSIRT Indonesia is a part of Head of Data and System Information, Ministry of Trade Indonesia (MoT), therefore it is fully funded by state budget.

3.4. Authority
Kemendag-CSIRT has the authority to handle cybersecurity incidents with its constituents. Kemendag-CSIRT may coordinate and collaborate with other competent parties in handling incidents that cannot be managed internally.

4. Policies
4.1. Types of Incidents and Level of Support
The MoT-CSIRT Indonesia is authorized to address any kind of cyber security incidents, which occur or threaten the constituents (see section 3.3).
The level of support given by the MoT-CSIRT Indonesia will vary depending on the type and severity of the incident.

4.2. Co-operations, Interaction and Disclosure of Information
The MoT-CSIRT Indonesia highly regards the importance of operational cooperation and information-sharing between CSIRT, and also with other organisations which may contribute towards cyber security.
All information received will be kept confidential.

4.3. Communications and Authentication
Use unencrypted e-mail and telephone for unclassified communication and use PGP-encrypted e-mail for sensitive/restricted/confidential information exchange.

5. Services
5.1. Reactive Services
The MoT-CSIRT Indonesia assists the constituents to respond and recover from a cyber security incident related to the aspects of:
a. Cyber Incident Alerting
b. Cyber Incident Response and Recovery
c. Cyber Vulnerbility Handling
d. Artifact Handling

5.2. Proactive Activities
The MoT-CSIRT Indonesia is proactively build the maturity of the government agencies to respond and recover from cyber security incidents through:
	 Cyber Security Audit or Assesment

5.3. Cybersecurity Quality Management Services

responsible for ensuring that cybersecurity policies, procedures, and controls are implemented effectively and continuously improved within the organization.
a. Risk Analysis
b. Education and Training


1. Reporting Incident
Cyber security incident report can be sent to csirt[at]kemendag[dot]go.id by attaching:
a. Photo/scan of identity card
b. Incident’s evidence, such as photos or screenshot or log file found

2. Disclaimers
None Available
